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Abstract

Security, especially the attacks performed by hosts to
the visiting mobile agents (the malicious hosts problem), is
a major obstacle that prevents mobile agent technology
from being widely adopted. Being the running environ-
ment for mobile agents, the host has full control over them
and could easily perform many kinds of attacks against
them. This problem has not been full solved yet. After the
analysis of mobile agent security requirements, this paper
first gives some design issues of a practical security model
of malicious hosts problem. Based on this, POM (Police
Office Model), a mobile agent security model, is presented.
By setting up special hosts called police offices within
regions, POM can prevent most attacks performed by
malicious hosts through the separation of the safety-
critical parts of mobile agents from the malicious hosts.

1. Introduction

While mobile agent paradigm expresses many
advantages over the traditional network computing models
[1], the code mobility of the mobile agents brings some
severe security problems. One of the problems lies in the
attacks performed by the malicious agents against their
execution environments, the hosts. Another security
problem, often called as the malicious hosts problem, is
the attacks by the host to the visiting mobile agents. The
Police Office Model (POM) proposed here is a security
model trying to solve the second problem.

2. The malicious hosts problem

In the mobile agent paradigm, the hosts have full
control over the mobile agents running in them, which no
longer  works for them like that in the traditional computer
system. Here we briefly conclude some of the attacks that
could be performed by malicious hosts to the mobile
agents, which are totally controlled by them.

a). Spying

Spying focuses on understanding the code, data, and
network communication of the mobile agents. We call an
spying attack fast-spying if the environment has no
knowledge of whether the agent has been spied. Otherwise,
we call it tardy-spying.

b). Thieving and pirating
Based on successful spying, the host could either steal

data (thieving) or pirate code (pirating) from the agent.
c). Manipulation
Based on successful fast-spying, the host could modify

the code, data, and network communication of a mobile
agent or return wrong system call result without being
known by the agent’s environment.

d). Other attacks
Apart from the above attacks, there exist some others,

for example, killing, denial of service, flooding, etc.
More detailed discussions can be found in [3] and [5].

3. Design issues

To solve the malicious hosts problem, some design
issues are listed below, which should all be addressed by a
practical security model.

a). Spying attacks must be prevented first.
In Section 2, most of the attacks are based on spying.

By the prevention of spying, the agents could not be
understood by the malicious host, so that the following
attack chains might be cut off.

b). Tardy-spying should not be neglected.
Manipulation attacks could not be based on tardy-

spying, yet thieving/pirating attacks can. A practical
security model should also provide ways to prevent tardy-
spying.

c). Killing attacks should be considered.
While preventing spying attacks, the security model

should also pay attention to killing attacks. A simple way
is to set up agent location tracing mechanism, which
records the current location of every agent by introducing
special-purpose tracing servers [6].

d). Security model should either integrate with or be
able to cooperate with other mobile agent facilities.

Mobile agent system is a complicate distributed
environment with many common services. A practical



malicious hosts security model should be facilitated by
other existing/upcoming services to reduce overheads.

4. POM - Police Office Model

Analogy to the police office system in the real world,
we introduce a special host called Police Office (PO) in
each predefined region to carry out our security model,
POM. Every visiting agent to a special region should first
register at the region's PO before entering its destination.
By this, the PO can discover the killing attacks and take
some actions.

Before presenting POM in detail, we first give some
basic concepts and assumptions.

Region: is made up of a special group of hosts, which
have relatively high connection speed to each other and
low connection speed to the hosts outside the region.
Regions can not be overlapped.

PO: is a special host belonging to each region, with the
following characteristics:

- All hosts inside a region are supervised by the PO of
that region.

- Given a host address, an agent can easily find the
host's supervising PO.

- Every PO is assumed to be honest at any time, it never
attacks any mobile agents.

MA: is a mobile agent, but now with some conceptual
refinements. It is divided into the master part and the slave
part. The master part is security-critical while the slave
part is security-free. Moreover, the slave part is designed
to be capable of only migrating between the host and PO.

Host: is the mobile agent running environment. It may
perform all kinds of attacks to the visiting agent.

POM can be illustrated as figure 1.

H

Region

a b c

d

e

P

M

S

Note   P - Police Office,  H - Host
        M - Master Part,   S - Slave Part

Figure 1. Mobile agent migration model under POM

The steps of a mobile agent visiting a new host is
described below:

a). To visit host H, the mobile agent arrives at H's
supervising PO P.

b). On P, M, the master part of the agent, become active.
After some preparation, M sends the slave part S to H to
perform some security-free actions such as data gathering.

c). S returns to P with its work result.
d). M performs some security-critical actions on P using

the results returned by S. If there are more work to be done
on H, M can send there another slave and back to step c),
else it can choose the next destination to visit.

e). The mobile agent begins its next migration phase.
The two main obstacles in POM is region partitioning

and MA code division. To get more details, the readers are
encouraged to see [7].

5. Conclusions

While there are drawbacks in POM like the PO
bottleneck and the add-on difficulties in agent
programming, POM gives a new way towards a secure and
general environment for the mobile agent computation.
Moreover, it requires little computational overhead and
can be integrated with other mobile agent facilities to
improve the overall  performance of the whole mobile
agent environment.

The related work includes:  mobile cryptography [2],
time limited blackbox protection (TLBP) [3],
cryptographic tracing [4], and tamper-resisted hardware
[5]. A detailed analysis could be found in [7].
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